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Instructions for receiving security features and payment cards  
Valid as from  27.03.2017  

 
The instructions for receiving security features and payment cards is a part of the payment cards 
servicing contract, which the Merchants undertake to follow.  
   
   
1. General requirements  

1.1. The Merchant shall permit Transactions to be conducted under the Agreement only for legal 
and ethical activities, which do not in any way cause damage to or harm the goodwill or 
reputation of the Bank, Swedbank group company, International Card Organisation and/or 
any other parties.  

1.2. Prohibited Activity areas for all types of Cards:  
1.2.1. Intellectual property or proprietary rights infringement – sales, distribution, or access 

to counterfeit music, movies, software, or other licensed materials without the 
appropriate authorisation from the rights holder; any product or service that directly 
infringes or facilitates infringement upon the trademark, patent, copyright, trade 
secrets, or proprietary or privacy rights of any third party;  

1.2.2. Sale of counterfeit or unauthorised goods – unauthorised sale or resale of brand name 
or designer products or services; sale of goods or services that are illegally imported;  

1.2.3. Sale of substances designed to mimic illegal drugs – sale of a legal substance that 
provides the same effect as an illegal drug (e.g., salvia, kratom);  

1.2.4. The illegal sale of prescription drugs;  
1.2.5. The illegal sale of drugs;  
1.2.6. Get rich quick schemes – investment opportunities or other services that promise high 

rewards;  
1.2.7. Keeping mug shot publication or pay-to-remove sites – keeping platforms that 

facilitate the publication and removal of content (such as mug shots), where the 
primary purpose of posting such content is to cause or raise concerns of reputational 
harm;  

1.2.8. Aggregation – engaging in any form of licensed or unlicensed aggregation of funds 
owed to third parties, factoring, or other activities intended to obfuscate the origin of 
funds;  

1.2.9. Sale of drug paraphernalia (such as vaporizers, hookahs, incl. bongs);  
1.2.10. Providing adult services – pornography and other obscene materials (including 

literature, imagery and other media); websites offering any sexually-related services 
such as prostitution, pay-per view, adult live chat features;  

1.2.11. Sale of images of child exploitation and child pornography;  
1.2.12. Sale of illegal electronic devices (such as modification chips and jammers);  
1.2.13. The illegal sale of tobacco products;  
1.2.14. The brand-damaging sale of images of non-consensual sexual behaviour;  
1.2.15. Providing Internet gambling services in areas where it is prohibited by law;  
1.2.16. The sale of counterfeit merchandise;  
1.2.17. The sale of goods or services in violation of intellectual property rights;  
1.2.18. The sale of modification chips;  
1.2.19. The sale of synthetic cannabinoids, stimulants and Salvia Divinorum;  
1.2.20. The sale of fake IDs and government documents.  
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1.3. The Merchant’s employee undertakes to allow the Cardholder to pay for the goods or services 
by means of a Terminal.  

1.4. If the Cardholder wishes to leave the Merchant a tip then the amount of the tip cannot exceed 
20% of the Transaction amount.  

1.5. Only the Cardholder has the right to perform transactions with the Card. The Merchant is 
required to refuse to service the Card if it is not the Cardholder who performs the transaction.  

1.6. The Merchant is required to authorise the transaction in the presence of the Cardholder, if it 
is not agreed otherwise with the Bank.  

1.7. When making a Transaction with a magnetic stripe card, the Merchant undertakes to:  
1.7.1. hold the Card personally and not to return it before the transaction is concluded;  
1.7.2. visually verify the authenticity of the card and the compliance of the card to the 

description of the respective card provided on pages 10-14 of these requirements. If 
the card does not comply with the requirements, the Transaction must be interrupted 
and the card must not be accepted as a means of payment;  

1.7.3. authorise the transaction according to the user guide of the terminal. If the automatic 
authorisation is unsuccessful, then call the Bank on the telephone number 6 132 300 
and ask for an authorisation code, notifying the:   

1.7.3.1. Merchant’s membership number and name;   
1.7.3.2. card number;  
1.7.3.3. card term of validity;   
1.7.3.4. transaction amount;   
1.7.3.5. control degree;   

1.7.4. enter the positive response code received from the Bank into the Terminal pursuant 
to the user guide of the Terminal. The Merchant is also obligated to provide the Bank 
with other information if the latter so requires. The Bank will provide a permissive or 
prohibiting response code, the explanations of the codes and further instructions are 
provided in clause 9;   

1.7.5. not return the card, identify the person and call the police if the last four digits on the 
card entered for the purpose of verification do not match the ones read from the 
magnetic stripe. The printed receipt must be retained;  

1.7.6. not return the card, identify the person and call the police if the numbers printed on 
the receipt do not match the ones on the card. The Transaction must be cancelled and 
the receipt retained;  

1.7.7. cancel the Transaction and act according to clause 9 if the bank has provided a 
negative or prohibiting authorisation code;   

1.7.8. to observe that the Card number and the type of Card displayed on the receipt of the 
Terminal match the provided Card;  

1.7.9. identify the person presenting the card pursuant to clause 7 if the Transaction amount 
is 100 euros or greater (if it has not been provided otherwise in the contract) or if there 
are suspicions concerning the authenticity of the card or the Client’s person;  

1.7.10. issue the receipt to the Cardholder for signing;  
1.7.11. To check the identity of signatures on the Card signature stripe and on the receipt. If 

the signatures on the receipt and on the Card signature stripe do not match, then 
identify the Cardholder pursuant to clause 7. If the Card is not signed, the Merchant is 
required to authorise the Transaction, identify the Cardholder and ask the Cardholder 
to sign the Card. If the Cardholder refuses to sign the Card, the Merchant must not 
carry out the transaction and must cancel the authorisation;  
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1.7.12. return the copy of the receipt or a second receipt, the Card and identity document to 
the Cardholder.  

1.8. When making a Transaction using a chip Card the Merchant undertakes to:   
1.8.1. enable the Cardholder to enter the Card in the chip reader with their own hand;   
1.8.2. enable the Cardholder to enter a PIN code when the appropriate notice is displayed 

on the Terminal screen;   
1.8.3. enable the Cardholder to choose the preferred payment function if more than one 

payment function is stored on the Card’s chip and these are displayed on the Terminal 
screen;   

1.8.4. perform the Transaction according to the Terminal user guide. If the Terminal is unable 
to read the Card chip, the transaction must be performed by using the Card’s magnetic 
stripe;   

1.8.5. If the Cardholder identification method is PIN code and the identification fails because 
the PIN locks up, the transaction must be interrupted and the Merchant must refuse 
to accept the Card as the means of payment;   

1.8.6. If the Cardholder is successfully identified with the help of PIN code, to return a copy 
of the receipt or a second receipt and the Card to the Cardholder. Attention: If the 
transaction is based on the PIN code, the Cardholder’s additional signature and 
identification by document are not required;  

1.8.7. give the receipt to the Cardholder for signing, if the method for accepting the 
transaction is a signature, and verify that the signatures on the Card’s signature stripe 
and the receipt are the same. If the signatures on the receipt and on the Card signature 
stripe do not match, the Merchant must identify the Cardholder pursuant to clause 7;   

1.8.8. return the copy of the receipt or a second receipt and the Card to the Cardholder.   
  
2. Using the card in a Terminal  

2.1. Making a Transaction using a magnetic stripe card  
2.1.1. The Merchant undertakes to hold the Card personally and not to return it before the 

transaction is concluded;  
2.1.2. If the Terminal announces that the four last digits entered for the purpose of 

verification do not match the ones read from the magnetic stripe, not to return the 
Card, identify the person and call the police. The printed receipt must be retained;  

2.1.3. If the four last digits of Card number printed on the receipt do not match the numbers 
on the Card, not to return the Card, identify the person and call the police. Transaction 
must be cancelled and the receipt retained;  

2.1.4. In case of a negative or prohibiting authorisation code for the transaction, to abort the 
transaction and take measures;  

2.1.5. The Merchant must identify the Cardholder pursuant to clause 7 if the Transaction 
amount is 100 euros or greater (if it has not been provided otherwise in the contract) 
and a PIN code is not entered in case of the card type that is used. The Bank has the 
right to change the sum requiring the identification of the cardholder that is noted 
here, but the Merchant must be notified of it at least one month before the change 
entering into force. The issuing country and document number must be noted on the 
receipt;  

2.1.6. The Merchant undertakes to check the identity of signatures on the Card and on the 
receipt. If the signatures on the receipt and on the Card do not match, the Cardholder 
must be identified pursuant to the requirements provided. If the Card is not signed, 



4  
  

the Merchant is required to identify the Cardholder, to ask the Cardholder to sign the 
Card and then authorise the transaction;  

2.1.7. The Merchant must not carry out the transaction if the Cardholder refuses to sign the 
Card and must cancel the authorisation;  

2.1.8. After performing the Transaction, to return the copy of the receipt or a second receipt 
(including rejection receipts), the Card and the identity document (if it was demanded) 
to the Cardholder. If a Transaction was rejected with a code ”Retain a Card”, a 
Merchant should keep the receipt and the Card.  

2.2. Making a Transaction using a chip Card  
2.2.1. The Cardholder must insert the Card into the chip reader and enter the PIN code, when 

the appropriate notice is displayed on the Terminal screen. If more than one payment 
function is stored on the Card’s chip, the Cardholder must choose the appropriate one 
from them when the appropriate notice is displayed on the Terminal screen;  

2.2.2. If the Cardholder identification method is PIN code and the identification fails because 
the PIN locks up, the transaction must be interrupted and the Merchant must refuse 
to accept the Card as the means of payment;  

2.2.3. If the Cardholder is successfully identified with the help of PIN code, to return a copy 
of the receipt or a second receipt and the Card to the Cardholder. Attention: If the 
transaction is based on the PIN code, the Cardholder’s additional signature and 
identification by document are not required;  

2.2.4. Installing the PED (PIN entry device):  
2.2.4.1. The PED must not be in the viewing range of a video surveillance camera and 

must be located on the service counter in the area on the side of the customer;  
2.2.4.2. The PED must be oriented in the direction of the Cardholder and it must have 

a privacy protection shield to hide the PIN being entered;  
2.2.4.3. The Merchant must not remove the PED’s safety edge that is integral to the 

PIN pad and protects the privacy of entering the PIN. No third person can see 
the PIN code being entered or find it out in another manner;  

2.2.4.4. The merchant must guarantee the protection of the PED against stealing or 
replacing. If additional equipment is installed on the PED the Merchant must 
inform the Bank of it immediately.  

  
3. Requirements for receipts  

3.1. If the Cardholder does not consent to receiving an e-receipt, the Merchant must issue a paper 
receipt. This may either be a printed receipt (if the transaction takes place at a Merchant Point 
of Sale where there is a printer on the premises), or a handwritten receipt. Handwritten 
receipts must meet the requirements detailed below.  

3.2. A signature collected on a handwritten receipt does not provide any protection in the case of 
a VISA cards chargeback Such protection is only provided by electronically signed receipts or 
signed printed receipts.  

3.3. The e-receipt must be delivered to the Cardholder immediately upon completion of the 
Transaction. Merchants must be able to resend the Cardholder a copy of the e-receipt upon 
the Cardholder’s request. Personal data provided by the Cardholder to facilitate an e-receipt 
(including but not limited to email address or mobile number) must not be used or stored for 
any other purpose without the Cardholder’s explicit consent. Personal data provided by the 
Cardholder must be stored in an environment that is compliant with the PCI DSS (Payment 
Card Industry Data Security Standard).  
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3.4. For contactless transactions the Merchant is not obligated to print a copy of the receipt for 
the Cardholder unless the Cardholder has asked for it.  

  
3.5. Mandatory requirements:  

Merchant name (Point of Sale name);  
Merchant city and country (Point of Sale address);  
Amount payable in the Transaction currency;  
Transaction Date;  
Transaction Type;  
Card number (PAN);  
Authorisation Code;  
Method of Data Capture, i.e. Chip&PIN, magnet stripe, contactless card payment or key;  
Entered indication of contactless;  
Description of goods and services; Space 
for Cardholder signature.  

   
4. Requirements for the Point of Sale  

4.1. The Merchant shall ensure that the location of the Terminal at the Point of Sale, any 
technical devices necessary for processing Transactions, and the means of 
communication required for the use of the Terminal are in good working order and 
comply with the effective requirements of the International Card Organization and the 
PCI DSS at all times during the validity of the Agreement.  

4.2. The representative of the Service provider or third party nominated by the Service 
provider is obligated to present the employment certificate to the Merchant in order 
to install, examine and maintain the Terminal or eliminate Terminal failures.  

4.3. When a person authorised by the service provider arrives at the Merchant for the 
installation, maintenance or repairs of the Terminal, the Merchant may by phone or 
other means of communication contact the Service provider to receive confirmation 
that the person has really been sent to the Merchant for the performance of the 
aforementioned work and that he/she may be trusted.  

  
5. Authorisation obligation  

5.1. The Merchant must make an authorisation to the Bank to authorise all transactions, if 
it has not been provided otherwise in the contract or requirements.  

  
6. Returning a purchase  

6.1. If the Cardholder returns a purchase, the Transaction must be cancelled pursuant to 
the Terminal user guide. If the Transaction cannot be cancelled with a payment 
terminal or cash register system, an application must be made to the Bank concerning 
the cancellation of the Transaction and the receipt to be cancelled must be attached. 
The application must be sent to the Bank’s e-mail address posabi@swedbank.ee.  

  
7. Identification of a person  

7.1. The Merchant must ask to see the Cardholder’s identity document, if:  
7.1.1. The Transaction amount is 100 euros or greater (if it has not been provided 

otherwise in the contract) and the transaction must be confirmed with a 
signature; 7.1.2.  suspicions have arisen concerning the Cardholder’s identity;  
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7.1.3.  signature provided on the Terminal receipt does not correspond to the signature on the 
Card.  

7.2. The following must be verified for the identification of a person:  
7.2.1. whether the Cardholder is displayed on the photo in the document;  
7.2.2. whether the name of the Cardholder on the Card matches the name on the 

document;  
7.2.3. whether the signature of the Cardholder on the receipt matches the signature 

on the document and on the Card; 7.2.4.  the document is valid;  
7.2.5.  the document has not been tampered with.  

7.3. If the Merchant doubts the authenticity of the document, it must refuse to make the 
transaction.  

7.4. If the Merchant identifies the person pursuant to their identity document, the 
document data must be noted on the receipt: 7.4.1.  document name;  

7.4.2. document number;  
7.4.3. personal identification code if possible.  

  
8. Identification of a person for making contactless transactions  

8.1. The Merchant is not obligated to request card verification by PIN code or signature if 
the PIN code or signature is not requested by the payment Terminal. In any case the 
Merchant must follow the instructions appearing on the Terminal screen and the 
Terminal User Manual.  

8.2. A contactless transaction enables to pay for purchases of up to 10 euros without 
entering the PIN code and inserting the card in the terminal.  

8.3. Entering the PIN code or confirming the transaction with a signature is required when 
paying for transactions exceeding 10 euros and sometimes also in case of smaller 
amount to identify the Cardholder.  

  
9. The most frequently used response codes given by the Terminal  
  
  
Code    
  

Meaning  Merchant’s activity  
  

100 or 116  
  

Permission to sell denied    
  

Returns  the  Card  to  the  
Cardholder  
  101  

  
Card expired    
  

103–105    
  

Call  to  the  authorisation  
centre   
  

106    
  

Card’s PIN locked    
  

107  Call  to  the 
 authorisation centre   
  

109  Terminal unidentified   
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110    
  

Call  to  the  authorisation  
centre   
  

111  Card unidentified    
  

112    
  

Incorrect PIN    
  

200    
  

Collect the Card    
  

Retains the Card, calls the 
guards or police to ensure 
security  
  

205  Call the police   
  

918  Try again    
  

Repeats the transaction  
  

  
    
The list of rejection codes can be found in the Terminal user manual.   
If the payment Terminal submits a number that is not in this list, the following should be concluded:  

• Codes beginning with 1 denote that the transaction cannot be carried out;  
• Codes beginning with 2 denote that the Merchant should retain the Card;  
• Codes beginning with 9 denote a system error.  

The Merchant must take a card that is stolen, lost, forged or that has come into the possession of a 
third party in another way from the Cardholder, notify the Bank of each collected card and call the 
police. If possible, the Cardholder must be identified. The Bank shall pay the Merchant a reward for 
each card that is stolen, lost or come into the possession of a third party in another way, that the 
Merchant has collected from the Cardholder. The Merchant must return an expired Card to the 
Cardholder.  
  
10. Requirements to Merchants providing a vehicle rental service for making Transactions  

10.1. Making a Transaction  
10.1.1. If the Card is physically on the spot, it is a must to conduct a chip- or magnetic 

stripe-based Transaction and not enter the Card number manually into the 
Terminal;  

10.1.2. If the Merchant has manually entered Card data into the Terminal and the 
Transaction is challenged for some reason, the Transaction amount is not 
guaranteed for the Merchant;  

10.1.3. The Cardholder’s signature on the rental agreement alone is not sufficient 
enough for debiting all the fees and additional fees from the card;  

10.1.4. If the fees, additional fees and other sums agreed in the rental agreement have 
been debited from the card as one Transaction and the Transaction is 
contested for some reason, the Merchant has the risk of losing the entire 
Transaction amount.  

10.2. Transaction pre-authorisation  
10.2.1. If a vehicle rental agreement has been concluded with the Cardholder and the 

rental fee and term have been agreed, the Transaction amount must be 
authorised with the Card on the spot. This provides certainty that the Card is 
operational and the Cardholder is able to pay the Transaction amount. No 
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amounts for compensating for potential damages may be added to the rental 
fee if the Cardholder waives the insurance cover.   

10.2.2. The documentation prepared by the Merchant must contain the following 
data:  

10.2.2.1. card number;  
10.2.2.2. cardholder’s name;  
10.2.2.3. cardholder’s address;  
10.2.2.4. rental period (date of issue and return of the vehicle);  
10.2.2.5. rental agreement number;  
10.2.2.6. service description – make and model of the vehicle, registration plate, 

number of kilometers, rate of rent, cost of rent, replacement of petrol, cost of 
insurance, adjustment of the amount;  

10.2.2.7. cash received;  
10.2.2.8. method of payment;  
10.2.2.9. Merchant’s legal name and registry code.  

10.3. Return of vehicle and completion of a preauthorised Transaction  
10.3.1. A preauthorised Transaction must be completed in the terminal or the 

reservation must be released from the Card within 30 calendars days of the 
date of preauthorization. If the preauthorised transaction is completed in the 
terminal later than within 30 calendar days from authorisation, pursuant to the 
rules of International Card Organisations the Cardholder has the right to submit 
a reclaim and the transaction is subject to cancellation.   

10.3.2. If upon returning the vehicle it arises that the final amount of the transaction 
is:  

10.3.2.1. equal to the preauthorised transaction amount, the preauthorised transaction 
must be completed in the initial amount;  

10.3.2.2. less than the preauthorised transaction amount, the authorised transaction 
must be completed in a smaller amount;  

10.3.2.3. greater than the preauthorised amount but does not exceed it by more than 
15%, the transaction must be performed in the new amount, using the same 
authorisation code. If the final transaction amount is more than 15% greater 
than the originally authorised amount, the entire added amount must  

be authorised again. If the new authorisation does not provide a positive result, the 
Merchant is guaranteed the initially authorised amount, adding 15% to it;  

10.3.2.4. As an exception in case of MasterCard it is not permitted to increase the 
preauthorised Transaction amounts without the Cardholder’s permission. An 
increase in the amount must always be authorised separately as a separate 
Transaction, which the Cardholder has approved.  

10.4. Additional fees  
10.4.1. Additional fees may be a parking fine or another fine for traffic violation, losses 

related to damages to the vehicle, fee for missing petrol, additional taxes, 
insurance, fee for transport if the vehicle was left further than was originally 
agreed;  

10.4.2. The Merchant providing vehicle rental service shall only have the right to debit 
the Cardholder’s Card with additional fees by adhering to the requirements 
established by International Card Organisations. In other cases in case of 
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contesting the Transaction the reclaim shall be resolved in favour of the 
Cardholder;  

10.4.3. An additional fee must be debited from the Card as a separate Transaction not 
later than within 90 calendar days of performing the initial Transaction. The 
Card cannot be debited with the imposed fine later than 30 calendar days after 
receiving the respective notice of fine.  

10.5. Fines for traffic violation  
10.5.1. If, during the use of the vehicle, a fine is imposed on the Cardholder or an 

authorised person using the vehicle on the basis of the vehicle rental 
agreement, the Merchant shall have the right to collect the amount from the 
Cardholder. To this end, the Merchant shall conduct a separate Transaction in 
the respective amount. At the request of the bank, the Merchant shall, in the 
event of a dispute, forward to the bank the following information:  

10.5.1.1. the rental agreement, which correctly sets out the Card number, the 
registration plate of the vehicle and the exact rental period;  

10.5.1.2. the claim of the authority that imposed the fine and which contains 
information concerning the registration plate of the vehicle;  

10.5.1.3. time and place of the violation;  
10.5.1.4. the section that was violated;  
10.5.1.5. the amount of fine in local currency.  

  
10.6. Damages caused to vehicle  

10.6.1. If the rental vehicle is damaged during the rental period and the damages are 
not covered by the insurance, the Merchant can collect the amount of the 
damage from the Cardholder only if the Cardholder has granted a written 
acknowledgement of responsibility for damages caused to the vehicle and after 
the incident the Cardholder has agreed in writing to the estimated amount of 
the repair calculation of the vehicle and to payment thereof by the specific 
Card.  

10.6.2. The Merchant shall, upon the request of the bank and in the event of 
contestation of the Transaction related to the damage to the vehicle, submit 
to the bank the following information:  

10.6.2.1. copy of rental agreement;  
10.6.2.2. calculation for the costs of repair of the vehicle from the repair company;  
10.6.2.3. in the case of an accident a report about the incident submitted by a 

representative of the state authority;  
10.6.2.4. documentation that indicates the Cardholder’s responsibility for the damages 

and the Cardholder’s consent for the compensation for the damage with the 
specific Card in the estimated amount of the repair calculation.  

10.6.3. As an exception, it is also permitted to debit the VISA Card with the additional 
fees related to the caused damage if all the following terms and conditions 
have been met:  

10.6.3.1. the Cardholder has granted his/her prior consent for debiting the Card with 
the additional fees (signature on the rental agreement that is as close as 
possible to the condition that has been indicated separately or signed general 
terms and conditions of rent);  
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10.6.3.2. the Cardholder has been sent, within 10 calendar days of the day of receipt of 
the vehicle, a written notification by registered post as it must later be possible 
to certify the receipt of the letter by the Cardholder about the arisen claim;  

10.6.3.3. The notification sent must include a description of the caused damages, the 
calculated cost of repairing the damages and information about the amount 
and currency of the Transaction being conducted. This provides the Cardholder 
with an opportunity for paying for the caused damages in another manner or 
for submitting an offer for repairing the damages;  

10.6.3.4. The Merchant must wait 20 Business days from sending the notice before final 
debiting of the Card with the amount for the compensation for damage;  

10.6.3.5. if the Merchant cannot certify that the Cardholder has received the respective 
notification along with the documents, the International Card Organisation 
shall settle the contestation in favour of the Cardholder.  

10.7. Other additional fees  
10.7.1. Correct documentation that justifies the Merchant’s right to take the fee from 

the Cardholder’s Card must also be prepared about any possible additional 
fees.  

10.8. Disputing a Transaction  
10.8.1. The Cardholder has the right to contest a Transaction in the Bank that issued 

the Card, taking into account the deadlines set out in the rules of the 
International Card Organisations and applicable legislation;  

10.8.2. If the Cardholder has contested the Transaction on time:   
10.8.2.1. the Cardholder Issuer Bank shall make an inquiry to the Merchant’s bank and 

the Merchant’s bank shall, in turn, require respective documentation from the 
Merchant;  

10.8.2.2. the Merchant must submit to the bank all the relevant documents that prove 
its right to conduct the Transaction, taking into account the requirements set 
out in this document;  

10.8.3. Upon submission of insufficient or incorrect documentation, the International 
Card Organisation shall settle the dispute in favour of the Cardholder;  

10.8.4. The Merchant must capture any Card that comes into the possession of third 
parties by forgery, loss or in another way. The Merchant must take such a Card 
from the person presenting the Card and forward it to the Bank. Before 
retaining the Card it is advisable to call the guards or police to ensure 
Merchant’s security. If possible, the bearer of the Card should be identified.  

  
11. Requirements for making Transactions to a Merchant providing an accommodation service  

11.1. Making a Transaction  
11.1.1. If the Card is physically on the spot, it is a must to conduct a chip- or magnetic 

stripe-based Transaction and not enter the Card number manually into the 
Terminal;  

11.1.2. If the Merchant has manually entered Card data into the Terminal and the 
Transaction is challenged for some reason, the Transaction amount is not 
guaranteed for the Merchant;  

11.1.3. The Cardholder’s signature in the Guest Folio alone is not sufficient for debiting 
all the fees and additional fees from the Card holder.  
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11.2. Transaction pre-authorisation  
11.2.1. If the Cardholder with whom a specific price and duration of accommodation 

has been agreed, arrives at the Merchant’s and wishes to pay for 
accommodation by Card, the Transaction amount must be authorised by card 
on the spot. Authorisation ensures the knowledge that the Card is operational 
and that the Cardholder is able to pay the Transaction amount. No presumed 
additional fees may be added to the amount charged for accommodation. The 
preauthorised transaction must be completed in the Terminal or the 
reservation must be released within 30 calendar days after the reservation. If 
the preauthorised transaction is performed in the Terminal later than within 
30 calendar days from authorisation, according to the rules of the International 
Card Organisation, the Cardholder Issuer Bank has the right to submit a reclaim 
and the Transaction is subject to cancellation.  

  
11.3. Check-out  

11.3.1. If upon the Cardholder’s check-out it arises that the final transaction amount 
is:  

11.3.1.1. equal to the preauthorised transaction amount, the preauthorised transaction 
must be completed in the initial amount;  

11.3.1.2. less than the preauthorised transaction amount, the authorised transaction 
must be completed in a smaller amount;  

11.3.1.3. greater than the preauthorised amount but does not exceed it by more than 
15%, the transaction must be performed in the new amount, using the same 
authorisation code. If the final transaction amount is more than 15% greater 
than the originally authorised amount, the entire added amount must be 
authorised again. If the new authorisation does not provide a positive result, 
the Merchant is guaranteed the initially authorised amount, adding 15% to it;  

11.3.2. If, for any reason, the Transaction was not authorised upon arrival of the 
Cardholder, the Transaction with the Cardholder’s Card must be performed 
during check-out;  

11.3.3. As an exception in case of MasterCard it is not permitted to increase the 
preauthorised Transaction amounts without the Cardholder’s permission. An 
increase in the amount must always be authorised separately as a separate 
Transaction, which the Cardholder has approved;  

11.3.4. If the Cardholder leaves without a correct check-out, the Merchant shall have 
the right to formalise the preauthorised amount as a Transaction;  

11.3.5. If when booking accommodation or during check-in, the Cardholder has 
presented only the Card number to the accommodation establishment, but the 
Card is not used on the spot and the Cardholder leaves the Merchant without 
payment, this may be fraud. If the actual Cardholder contests the Transaction, 
the reclamation shall be settled according to the rules of International Card 
Organisations in favour of the Cardholder, as the Card has not been used on 
the spot and the Merchant cannot present any receipt confirmed by the 
Cardholder.  

11.4. Additional fees  
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11.4.1. Additional fees may be fees for accommodation longer than agreed, additional 
food, damage to property, use of minibar, telephone service, parking charge, 
etc.;  

11.4.2. If the Merchant knows the number of the Cardholder’s Card, it is possible for 
him to later debit the Cardholder’s Card by adhering to the requirements 
established by the International Card Organisations;  

11.4.3. In other cases the reclamation shall be settled, in the case of contestation of 
the Transaction, in favour of the Cardholder;  

11.4.4. Additional fees must be debited within 30 calendar days after the Cardholder 
leaves the Merchant;  

11.4.5. Additional fees must be debited as a separate Transaction;  
11.4.6. The additional fee sum must be evidenced with documents;  
11.4.7. The receipt must set out “Signature on file”, i.e. S.O.F;  
11.4.8. In the event of compensating for a broken object, the respective document 

must set out the estimated cost of repairs. The Merchant must notify the 
Cardholder of the chargeable additional fees in writing and the Cardholder 
must grant his/her consent for compensating for the damage. If the Cardholder 
denies the event, the Merchant may not debit any money from the Card;  

11.4.9. Consent granted for the compensation for damage to property must be 
provided after the event of causing the damage has taken place. A Transaction 
has been conducted correctly by the Merchant if the Merchant can present the 
Cardholder’s written consent for debiting the Cardholder’s Card for the 
amount of damages.  

  
11.5. Booking accommodation  

11.5.1. The Merchant is obligated to give the Cardholder a booking number (advisably 
in writing) and ask the Cardholder to preserve it. The Merchant must send the 
Cardholder a written confirmation of the booking together with the following 
information:  

11.5.1.1. Cardholder’s name;  
11.5.1.2. Card number and expiry date;  
11.5.1.3. booking code;  
11.5.1.4. full address of the accommodation establishment;  
11.5.1.5. information about additional fees and other details related to the booking; 

11.5.1.6. precise instructions of how and when it is possible to cancel the 
booking.  

11.6. Cancelling a booking  
11.6.1. The Merchant must accept all cancellations within the prescribed cancellation 

period. According to the rules of International Card Organisations, a Merchant 
may not require cancellation earlier than 72 hours prior to arrival. If the 
booking takes place only 72 hours prior to arrival, the prescribed cancellation 
time may not be earlier than at 18:00 on the date of arrival. Upon cancellation, 
the Cardholder must be provided with the cancellation code (advisably in 
writing).  

11.7. No-show  
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11.7.1. The Merchant has the right to debit the Card by the cost of accommodation for 
one night if the Cardholder confirmed accommodation with their own Card, 
but:   

11.7.1.1. does not cancel the booking;   
11.7.1.2. does not show up on the day of check-in or the day following it.  

11.7.2. At the time of making the booking the Cardholder must be explained how and 
when the cancellation of the booking should be made. When conducting a 
Transaction a respective document must be prepared, which sets out the cost 
of one night and the required charges, the Cardholder’s name and the note 
“no-show”.  

11.8. Advance payment  
11.8.1. If it has been agreed in the booking terms and conditions that accommodation 

will be paid for by advance payment, the Merchant must conduct the 
Transaction on the day when the booking is received and the note “Advance 
Deposit” or “Advance Payment” must be noted on the receipt of the 
Transaction;  

11.8.2. Upon the cancellation of a booking, the conducted Transaction must also be 
cancelled.  

11.9. If the booking of accommodation has been confirmed by a Card, but the Merchant 
cannot accommodate the Cardholder, the Merchant shall, at their own cost, provide 
the Cardholder with accommodation in an equivalent accommodation establishment 
as well as a 3-minute telephone call and transport without charge to another 
accommodation establishment if so requested.  

11.10. Contestation of Transaction  
11.10.1. The Cardholder has the right to contest a Transaction in his/her bank, taking 

into account the deadlines set out by International Card Organisations and in 
applicable legislation;  

11.10.2. If the Cardholder contests the Transaction at the right time, the Cardholder 
Issuer Bank shall make an inquiry to the bank of the Merchant who provides 
the accommodation service and the Merchant’s bank shall, in turn, require 
respective documentation from the Merchant. The Merchant must submit to 
the bank all the relevant documents related to the right to conduct the 
Transaction, taking into account the requirements set out in this document. If 
the contestation concerns a Transaction that the Merchant made after the 
Cardholder left, the bank must be submitted the Guest Folio and the document 
in which the Cardholder agrees to pay for additional fees or damages with the 
Cardholder’s Card;  

11.10.3. Upon  submission  of  insufficient  or  incorrect 
 documentation,  the  

International Card Organisation shall settle disputes in favour of the Cardholder;  
11.10.4. In case an amount is returned to the Cardholder for unused services, it should 

only be transferred to the Card that was used for making the initial Transaction, 
even if the card is expired.  
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MasterCard  

 
  
  
1. MasterCard logo  

1.1. The MasterCard logo is located in the right top or bottom corner of the card.  
1.2. If the hologram is on the front of the MasterCard, then the logo is located below or above the 

hologram and surrounded with a line, which also delimits the hologram.  
1.3. The logo must be printed on the front of the card.  
1.4. Cards issued in the USA and Canada may also have the Diners Club logo, which is located on 

the upper border of the card with the text “Diners Club International“.  
  
2. Hologram  

2.1. The MasterCard hologram ”Two hemispheres of the Earth” is situated on the front or the back 
of the card.  

2.2. The hologram is multidimensional. Looking at the hologram at an angle you can see the two 
hemispheres of the Earth, in the background the text “MasterCard”.  

2.3. If the hologram is on the front of the card, the last four numbers of the card are embossed on 
the hologram.  

  
3. Card number  

3.1. The card number starts with the number 5 or 2 and has 16 digits.  
3.2. Card numbers are embossed on the card.  
3.3. The same numbers may be printed under the first four embossed numbers of the card 

number, but they do not have to be.  
  
4. Cardholder  

4.1. The cardholder’s name is embossed on the card (company’s name also if the card is a company 
card).  

  
5. Validity  

5.1. The validity term is embossed on the card. For example the term of validity 12/11 shows that 
the card is valid until the end of December 2011.  

  
6. Symbols seen under ultraviolet light  

6.1. Under ultraviolet light you can see the letters M and C on the card.  
  

7. Signature panel  
7.1. The background of the signature panel is the text “MasterCard” running diagonally in blue, 

red and yellow.  
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7.2. The card number or a part of it must be printed on the signature panel and the control degree 
(titled to the left). The last four numbers of the card are in the upper right corner of the 
signature panel, only the control degree is mandatory.  

7.3. If there is the card number or a part of it on the signature panel of the card, then it must 
match with the card number on the front of the card.  

7.4. The signature panel must not be damaged, scraped and the there must not be the word 
“VOID” on the signature panel.  

  
8. Control degree  

8.1. The control degree is the last three numbers on the signature panel, they may also be on a 
separate white stripe outside the signature panel.  

  
9. Chip     
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Visa  

 
   
  
  
1. Visa logo  

1.1. The logo is located in the right top or bottom corner of the front of the card.  
  
2. Hologram  

2.1. The Visa hologram ”Flying dove” is situated on the front or on the back of the card or can be 
integrated with the magnetic stripe. The hologram is multidimensional. Looking at the 
hologram at an angle the dove appears to be moving. If the hologram is located on the front 
of the card, the last four digits of the card number are embossed on the hologram.  

  
3. Card number  

3.1. The card number starts with number 4 and has 13 or 16 digits.  
3.2. Card numbers are embossed on the card.  
3.3. The same numbers may be printed under the first four embossed numbers of the card 

number, but they do not have to be.  

  
1. Cardholder  

1.1. Cardholder’s name is embossed on the card (company’s name also if the card is a company 
card).  

  
2. Validity  

2.1. The term of validity is embossed on the card. For example the term of validity 01/11 shows 
that the card is valid until the end of January 2011.  

  
3. Symbols visible in ultraviolet light  

3.1. Under ultraviolet light on the card with the old logo you can see the “Flying dove”. With the 
new logo you can see V on the logo.  

  
4. Signature panel  

4.1. On the card with the old logo the background of the signature panel has the text ”VISA” in 
blue and yellow running diagonally. On the card with the new logo you can see the word 
“VISA” written horizontally on the signature panel under UV light.  

4.2. The card number or a part of it must be printed on the signature panel and the control degree 
(titled to the left). The last four numbers of the card are in the upper right corner of the 
signature panel, only the control degree is mandatory.  



17  
  

4.3. If there is the card number or a part of it on the signature panel of the card, then it must 
match the card number on the front of the card.  

4.4. The signature panel must not be damaged, scraped and the there must not be the word 
“VOID” on the signature panel.  

  
5. Control degree  

5.1. The control degree is the last three numbers on the signature panel, they may also be on a 
separate white stripe outside the signature panel.  

  
6. Chip  
Maestro  

 
  
  
  
1. Maestro logo  

1.1. The logo is situated in the right top or bottom corner of the Card.  
  
2. Card number  

2.1. The card number starts with number 5 or 6 and has 12 to 19 digits.  
2.2. The card numbers are engraved or embossed on the card.  

  
3. Card validity  

3.1. The card validity is engraved or embossed on the card.  
3.2. For example the term of validity 06/04 shows that the card is valid until the end of June 2004.  

  
4. Cardholder  

4.1. The Cardholder’s name is engraved or embossed on the card (on a company card the name 
of the company as well).  

  
5. Back of the card  

5.1. There can be trademarks of International Card Organisations on the card. The signature panel 
must not be damaged, scratched.  

  
6. Chip  
   
    
Visa Electron  

5   
6   

  

3 
4 1 



18  
  

 
  
  
  
1. Visa Electron logo  

1.1. The new logo is located in right upper or lower corner of the card. On a card with the new 
logo the V on the logo can be seen under UV light.  

  
2. Card number  

2.1. The card number starts with 4 and has 16 digits.  
2.2. Card numbers are printed on the card.  
2.3. The same numbers are always printed under the first four digits of the number.  

  
3. Validity  

3.1. The validity of the card is engraved on the card. For example term of validity 01/11 shows that 
the card is valid until the end of January 2011.  

  
4. Cardholder  

4.1. The Cardholder’s name is engraved on the card and is located on the front or back of the card.  
  
5. Signature panel  

5.1. The signature panel of the card with the old logo has the word ”Electron” in blue, red and 
yellow in italics. Under UV light the signature panel of the card with the new logo has the word 
“Visa” written horizontally.  

  
6. The card has „ELECTRONIC USE ONLY“ written on it.  
  
7. There may be a control degree on the back of the card, which may be located on the signature 

panel or in a special white box outside the signature panel.  
  
8. Chip  
  
   
   
    
American Express®   
  
  
1. American Express logo  

1.1. The American Express logo may be located on the front or back of the card.   

8   

  

3 1 
4 

5 

6   
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1.2. The Blue Box Line cards have the sign ® next to the logo.   
  
2. Hologram   

2.1. The American Express hologram is only on the Blue Box Line cards.   
  
3. Card number   

3.1. The card number starts with the numbers 37 or 34 and has 15 digits.   
3.2. The first group of numbers has four digits, the second group of numbers six, and the third five.   
3.3. The card numbers are embossed on the card.   

  
4. Cardholder  

4.1. The Cardholder’s name has been embossed on the Card.   
  
5. Validity  

5.1. The term of validity is embossed on the Card.   
5.2. „Valid thru“ shows until when the Card is valid.   

  
6. Batch number / security code   

6.1. Four-digit number printed on the front of the Card.   
  

7. Signature panel  
7.1. The background of the signature panel has curved lines that are delimited with a white border.  
7.2. The card number, the same as on the front of the Card, must be printed on the signature 

panel.   
7.3. The signature panel cannot be damaged, scraped and the word “VOID” cannot be on the 

signature panel.   
  
8. Special mark „AX“   

8.1. The special mark “AX” may be pressed to the front of the Card.  
  
9. „Member Since“  

9.1. A double-digit year number from when the Cardholder is an American Express member may 
be embossed on the front of the Card.   

  
10. Chip  
   

Corporate client service +372 631 2222   
Working days 9.00–17.00  
POS assistance (24 h) +372 613 2300  
E-mail ariklient@swedbank.ee   


